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 Introduction

Ohio EPA, like many large, complex state organizations, is faced with challenges and opportunities as it looks to the future in effectively adapting to the rapidly-changing IT world.  One of our major challenges has been to set an effective framework for IT governance in our agency IT organizational setup.
Apart from providing strategies to IT governance across Ohio EPA, the IT Governance principles and framework will also help better define the role that ITS will play within and across the Agency.

IT Governance Principles

Ohio EPA will adhere to these principles when working on IT issues.

· IT is a tool to further Agency goals.

· IT decisions enhance Agency business operations and support the divisions’ programs and districts work.

· IT decisions are reached in an open, collaborative and inclusive process.

· ITS, the divisions and districts recognize each other as customers and work together in a manner that is supportive and meets mutual needs.  

· Decisions of the groups will be implemented by Group members and their reports.

· IT goals include metrics to measure achievement of these goals.

· IT decisions consider the most effective use of agency resources, both financial and human.
· IT decisions will be based upon input from all affected by the decision and will be communicated to all affected by the decision.

· Issues will be resolved by consensus and at the lowest level where possible. Issues will be elevated for resolution only if consensus cannot be reached.

IT Governance Framework
The framework for IT governance at Ohio EPA comes from Gartner’s ITSo framework (developed in 2007-2008) and was adapted to fit Ohio EPA specific needs. 
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IT Governance Model
At the core of the IT Governance Model is the IT Governance Steering Committee (Steering Committee) and IT Governance Operations Group (Operations Group), each with distinct, but interrelated responsibilities to help ensure successful implementation of Agency IT goals and objectives.  This structure is not unlike the former Information Technology Advisory Committee (ITAC) and Information Technology Implementation Group (ITIG) groups, however, has been somewhat redefined to more specifically distinguish the major responsibilities of each group and how they will interact and work together, along with ITS, in making and implementing IT decisions.
Open and clear communication among the Steering Committee, Operations Group and Ohio EPA’s Office of Information Technology Services (ITS) is critical to ensure that technical, program and management perspectives are fully considered in decision-making.  Appendix A of this document includes a Communication Strategy which outlines the basic protocol for interactions between the Steering Committee, Operations Group, ITS, director’s office, divisions, districts and offices. 

IT Governance Steering Committee (Steering Committee)  

Members: 
Division/District Chiefs and Assistant Chiefs 



CIO, ITS, Ohio EPA


Director’s Office

Purpose:   
This group is responsible for setting IT policies and integrating and prioritizing Agency IT needs, Program IT needs and district operation IT needs.
Responsibilities:



· Define areas of responsibilities and authority for ITS, divisions, districts and offices.
· Review and prioritize division IT projects and proposals for receipt of ITS resources.  

· Establish guidelines to differentiate between Enterprise IT (those with potential impacts 
to the entire Agency) and Program IT (those with impacts limited to a division or office) decisions. 

· Manage the Agency’s IT resources efficiently and effectively. 
· Plan and budget for all of agency’s IT resources.
· Help set goals, assignments and priorities for Operations Group. Monitor progress on meeting goals and deadlines. Where necessary, work with the Operations Group and ITS to eliminate barriers when goals are not being achieved.

· Consider and act on proposals from the Operations group.
· Approve all agency wide IT policies, procedures, guidance and standards before they are effective, unless the policy implementation is mandated by the Director’s office, OIT or the Governor’s office
· Act as change manager for IT climate and culture.
IT Governance Operations Group (Operations Group) 

Members: 
Representatives from the Divisions and Offices (expected to be Division/Office IT Managers


Representatives from the District offices (expected to be the DO AAs)

Representative(s) from ITS (expected to be the CIO with Programming Manager (Steve) and Network Services Manager (Louwana) regularly, and other IT managers depending on agenda)

Purpose:  
This group makes recommendations to the Steering Committee regarding IT infrastructure, policy and procedure and carries out the assignments from the Steering Committee

Responsibilities:  
· Provide input to Steering Committee  on an IT-strategy for Ohio EPA (divisions/districts/agency as a whole).   Advise Steering Committee  on resources (both budget and staff) necessary to ensure IT strategy and projects can be completed.

· After projects are prioritized, by the Steering Committee, work with ITS to set goals for accomplishing project list.  Monitor progress in completing goals and meeting project deadlines.  Report progress on project list to Steering Committee.  Where necessary, work with ITS to eliminate barriers or address resource issues when deadlines are not achieved.
· 
· Serves as the initial forum to resolve conflicts or issues over resource allocation and priorities.  Where issues cannot be resolved within the Operations Group, or between the Operations Group and ITS, these are then elevated to the Steering Committee.

· Develop the criteria for assessing the value of proposed investments in Enterprise (agency-wide) IT-related projects and make recommendations on solutions to the Steering Committee
.

·  Identify ways to maximize internal agency resources before looking at hiring contractors and provide recommendations to the Steering Committee.

· Periodically evaluate existing software, technology and tools at an Enterprise level, and  work on optimizing licensing between different offices/divisions/programs and  negotiating better service and costs with vendor.

· Where the Agency has multiple software resources, technology and tools between the different programs serving the same or similar purpose, evaluate whether one can fit all needs and make appropriate recommendations to the Steering Committee, when warranted.

· Establish workgroups as needed to accomplish Operations Group responsibilities and to help the Agency stay current on trends and new IT-related technologies.  Help identify the ever-changing technology needs of the Agency and strategies for successful implementation of technology and tools. 

Office of Information Technology Services (ITS)

Members:
Ohio EPA, Office of Information Technology Services management and staff

Purpose: 
This group is responsible for the provision of basic or fundamental IT services for the Agency, basic Agency IT systems (e.g., the network and TAS), and consultation/support of program IT needs.  It affects the “how” of IT activities. 

Responsibilities:

· Provide assistance and subject matter expertise to Operations Group when developing resource needs for IT strategy/IT projects.

· Respond to requests from the Steering Committee.
· Allocate ITS resources to projects as prioritized by the Steering Committee.
· Maintain infrastructure and systems consistent with Agency IT priorities.
· Leads, with collaborative division and district interaction, the formulation of security-related IT policy based on the State of Ohio Enterprise IT security policy and other executive directives or initiatives 
of the Steering Committee.  Communicates with Agency staff on adoption of security-related IT policies and procedures.

· Propose security improvement concepts/ideas to the Steering Committee or ITOG as appropriate.

· 
· Leads, with collaborative division and district interaction, the formulation of Enterprise IT project management and other standards based on the industry best practices and with input from the Steering Committee and the Operations Group.  Communicates with Agency staff on adoption and implementation of such standards and policies.
· With input from the Operations Group and Steering Committee, develop an Ohio EPA Enterprise Disaster recovery/Program continuity policy for all mission critical IT applications and systems. 

· Negotiate service level agreements and or Standard Operating Procedures (SOPs) with different programs for supporting their existing or new applications and systems that have an enterprise focus to help ensure superior customer service.

· Leads, with collaborative division and district interaction, the formulation of data access policies
 in response to internal audit requirements and industry best practices
.  
· ITS in the role of the Change Manager will facilitate and lead the implementation of the Change Advisory Board
 for the agency.
· Ensures Agency compliance with multiple IT related rules, laws, directives, policies, etc., including (but not limited to) CROMERR to US EPA, Office of Internal Audit IT audits and SAS70. ITS will lead all these efforts for the agency with program input and support from the Steering Committee and the Operations Group.
Appendix A

Ohio EPA IT Governance Structure: Communication Strategy










· Issue Identification – can happen at any place: Steering Committee, IT managers, ITS, users…

· Issue Communication – issue needs to be communicated to one of two formal deciding forums: Steering Committee & ITOG

· Issue Evaluation/Decision – is issue before the appropriate forum? If yes, discussion to consensus decision. If not, then forward to appropriate body.  If consensus cannot be reached, issue is forwarded to ITOG then Steering Committee for resolution.

· Decision Implementation – within the deciding body, an individual member is designated with implementation oversight.  This individual is responsible 
for assuring the decision is followed through to completion and reports back implementation concerns to the deciding body. 

General Communication Principles:

Communication starts within each program, office and district.  Successful communication results in decisions being made in the appropriate forum by consensus (to the extent possible).   Decisions are communicated in a timely fashion to those staff required to implement the decision.  Always err on the side of “over-communicating” issues or decisions to those staff directly or indirectly involved.  It’s better to be informed of the same decision or issue more than once than not at all.  It’s no big deal to have an extra e-mail to delete.  


Regularly scheduled meetings of the governance committee and the operations group must be scheduled and held and member attendance must be a priority.  If you are representing a larger group, i.e., division/office/district, you are obligated to communicate back to that group what occurred at the meeting.  Agendas by the chair of each group must be prepared and distributed in advance of the scheduled meeting.  Meeting minutes must be taken and posted 
shortly after the meeting occurs.  Action items must be identified and listed first in the minutes.

Suggested replacement:
IT staff, supervisors and chiefs should must communicate regularly and decide, when appropriate, at what level in the IT Governance structure a given issue should be brought to the wider IT community for discussion or consideration.


Suggested replacement:

IT staff, supervisors and the Chief of ITS must communicate external influences on IT decision-making at Ohio EPA and also  communicate regularly within ITS to determine, when appropriate, at what level in the IT Governance structure a given issue should be brought to the wider IT community for discussion or consideration. 
General Comments from ITOG Members – September 9, 2010:

1. While this may not be appropriate for the Framework, I think a collaborative mechanism should be used to develop a "living" list of all Enterprise technologies, architectures, tools and software which defines roles and responsibilities for all IT staff in ITS/Divisions/Offices/Districts be developed.  This document should be available, probably best on the Intranet, so all IT Staff, regardless of affiliation, know what latitude they have in implementing IT and how to effectively coordinate when they do not have authority for implementing a certain technology but need to get something done.
2. IT Governance Framework diagram:  
a. The terms domain, software quality assurance, integration issues, escalation resolution and IT Business integration need to be defined or explained.
b. The task “Agency IT project resource allocation” should be addressed by the Steering Committee or ITS, not the Operations Group.
c. IT Governance Steering Committee: Do we need guidelines to distinguish between enterprise and program issues or is that already understood?
d. Planning and budgeting for all of the Agency’s resources will also require substantial input from the Operations Group and ITS.
e. Change management tasks should be delegated to the Operations group and/or ITS.
f. Integration Issues Escalation Resolution is duplicated in the diagram.
g. This graphic is too busy and is filled with way too many terms of art that are left undefined.   I understand it’s inclusion is meant to help us align with an accepted IT governance structure, but it’s not clear to me why that is necessarily needed for Ohio EPA, or specifically in this document.  Bottom line, this is not a tool that I would use in my role as an IT manager.
3. IT Operations Group:
a. Who will be held accountable if IT goals are not met?
b. ITS should be responsible for reporting on projects to the Steering Committee.
c.  ITS should develop the criteria for evaluating investments in IT related projects.
d. Who would have the authority to redirect staff activities in the event staff is needed to complete a project?
e. ITS should be responsible for evaluating current enterprise level resources, licensing issues and negotiating license agreements.
f. The ITOG should have the responsibility of monitoring the progress of workgroups and provide guidance.  Should we consider ITOG be the approving authority of workgroup recommendations. 
g. Since the divisions rely so heavily on the IT managers to do the legwork on preparing the IT budget recommendations and oversee the IT budget implementation, I think it is warranted to have listed in what the IT managers/ITOG should work on.
4. ITS:
a. ITS should be the lead, not giving assistance, for the development of resource plans and strategies.
b. Service level agreements rarely fulfill their intended goal because there is an historic lack of accountability, so they probably will not be of much use.
5. The rewrite is leaps and bounds improved over the original draft.  We appreciate the efforts of the steering committee.
6. Formatting needs cleaned-up, especially diagrams.
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� By data access, we are not discussing what data the public can consume. That is still a decision for the programs to make. Data access policy here refers to access to production data and production databases, and the rights that will be established internally to change/modify or introduce new data. Access policy should be made in consultation with the ITOG and the Data Owners as defined by Skip’s security forms (and raised to the steering committee if there is disagreement).Access does not mean internal agency IT staff will not be allowed to look at data.








�Insert the word potential because there are aspects of Division/Office activities and guidelines that can affect the entire Agency. For example, changes to common objects in Air Services can affect DSW and DDAGW. Similarly, changes to the golden MS Office app in Zenworks due to a specific Division’s needs can affect the entire Agency.


�This is too abstract.  What is intended by this bullet item.


�This should be moved under ITS


�Provide links via the electronic version of this document and/or footnote where the documents can be accessed


�Provide links via the electronic version of this document and/or footnote where the documents can be accessed


�Add a hyperlink so folks know what these are or cite them as a footnote.


�Parking lot item – the Charter for this group has not been finalized and approved by either the SC or ITOG. It should be and be made available to all IT management.


�I think this document should make it clear that the selected individual member has authority to follow-up directly with mangers or chiefs to make sure implementation is completed and is responsible to report out progress or challenges that arise to the appropriate originating deciding body.


�One common place should be accessible to all IT management for this document and all associated meetings/decisions/links to referenced information. This ensures efficient communication and a common resource for documented decisions, policies, etc. This will also assist with reducing decisions based on out-dated communications stuck in folks email, and reduce email server load.
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